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Client anonymity
You and you alone will have your client's shipping address. This information must be destroyed as soon as it is used to label their package. When
you click "confirm shipment,” the address will be deleted forever and irretrievable.

-Mever ask your clients for personal information.
-Under no circumstance should you save a copy of your client's address.
-Publish a Public encryption key in your user description on your settings page so your customers can send you their info encrypted if they wish.

Listing
Choose the category that most specifically matches your listing, as this makes it much easier for your customers to find your listing. Your listing will
appear in this, and all parent categories above it, though these pages are cached so it can take up to an hour for your listings to appear

If you think your item could belong in more than one category, choose the one that suits it best and let us know about the ambiguity. We may be
able to reorganize the categories in a more clear way.

If your listing doesn't fit in any of the categories, it may be on our restricted items list. See below for details.

NOTICE: Do not create listings that instruct customers to pay outside of escrow, or are used for any purpose other than to list an item to be sold for
the listed price using the site checkout system. If you instruct your buyers to pay you in any other way, or to contact you off-site, your seller
privileges WILL be revoked. You may provide back up contact methods in case of site failure.
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NOTICE: Do not create listings that instruct customers to pay outside of escrow, or are used for any purpose other than to list an item to be sold for
the listed price using the site checkout system. If you instruct your buyers to pay you in any other way, or to contact you off-site, your seller
privileges WILL be revoked. You may provide back up contact methods in case of site failure.

NOTICE: If you are a new vendor, you may not ask your customers to finalize their orders and release payment to you before you ship, a practice
known as "finalizing early". If you do this, you will lose your selling priviledges. Once you have completed 35 successful transactions and have been
a seller for at least one month, you may ask your customers to finalize early without reprocussion. In no way do we support finalizing early in
general and this rule should not be construed as support for finalizing early for more established vendors.

Pricing

You have two options when pricing your listings. They can be priced in constant Biicoins, or constant US Dollars. If you choose to peg your listings
to the dollar, your prices will change dynamically in accordance with the exchange rate between the two currencies. When the Bitcoin appreciates,
your prices will fall. When it depreciates, they will nse, so no matter what, you will get the same dollar value for your item. We recommend that you
peq your prices to the dollar.

You may also choose whether to set your price before or after commission is added. If you choose "pre-commission pricing”, the price you set will
be the amount of money you are paid when a transaction is complete, but your customers will see a higher price that includes the commission. If
you choose "post-commission pricing”, you set the price that your customers pay. When you get paid, the amount you receive will be less than this
by the amount of the commission.

Stealth mode

Stealth mode allows you to run your business out of view of the general public. Whether your sales are growing faster than you can expand your
infrustructure to keep up, or you just don't want to be in the public eye any more and are happy with the size of your current customer base, stealth
mode might by the solution for you. When activated, your listings will no longer appear in public searches, category views, or any pages linked to
from the public site. However, your user and item pages will still be available when accessed directly, so your regular customers can still make
purchases from you. You may activate stealth mode from your settings page. Mote: It can take up to an hour for your listings to go stealth because
of caching.

Stealth listings
When listing or editing an tem, you may also control its visibility. By checking the box next to stealth listing, you remove the listing from public
searches, browsing, and even your user page, so it is only accessible by visiting the item url directly (you can find a link on your account page).
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of caching.

Stealth listings

When listing or editing an item, you may also control its visibility. By checking the box next to stealth listing, you remove the listing from public
searches, browsing, and even your user page, so it is only accessible by visiting the item url directly (you can find a link on your account page).
This is useful for custom listings meant only for a specific buyer, or for listings you don't want visible on your publicly facing user page.

Postage
You have total freedom when it comes to your postage options. You can call them what you want and price them as you wish, but please be
succinct with names like "International”, "Priority”, "Express”, etc. You should create a little section on your user page explaining your shipping

options and policies. Give your customers as much info as possible, including estimated shipping times.

Escrow Hedging

Unfortunately, the Bitcoin exchange rate isn't as stable as we would all like it to be, and can fluctuate wildly in a matter of hours, let alone the days or
weeks it takes for a package to armnive. Because of this, there is a real danger that the Bitcoins being held in your escrow account will lose value by
the time your customers finalize their orders. So, we've given you the option to hedge the future payments you are expecting from escrow such that
the dollar value of the payment doesn't change as the Bitcoin exchange rate changes.

For example, someone purchases one of your 10 btc listings. The dollar value of the order when purchased is $100. Now, a week later when the
transaction is finalized, those 10 btc are no longer worth $100, they're worth $50! Because you hedged the escrow, you won't get paid 10 btc, you'll
get 20 btc equaling the original value of $100. Of course, the opposite is also true. If Bitcoins appreciate in value while your payment is in escrow,
you'll get fewer Bitcoins, but they will still equal the original dollar value.

The option to turn off or on escrow hedging can be found on your "settings" page. While it is on, the payments for any orders placed with you will be
hedged. Payments for orders placed while it is off will not be hedged, but any hedged orders still not finalized will remain hedged.

On your account page, your escrow balances are split up between hedged and unhedged orders. All orders are hedged as soon as they are placed
and unhedged as soon as you are paid.

You can expect a loss of about 4% of your normal payment when using the escrow hedging feature. This is due to the fact that. both when hedging
and unhedging, you will lose the bid-ask spread between the available orders that can be used to fill your hedging order.

If vou need the most up-to-date USD/BTC exchange rate, we recommend mtgoxlive.com.
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- and unhedged as soon as you are paid.

You can expect a loss of about 4% of your normal payment when using the escrow hedging feature. This is due to the fact that, both when hedging
and unhedging, you will lose the bid-ask spread between the available orders that can be used to fill your hedging order.

If you need the most up-to-date USD/BTC exchange rate, we recommend migoxlive com.

Auto-withdraw

To minimize the time between when Bitcoins are credited to your account and when you are able to convert them to your currency of choice, and
therefore minimizing your exposure to exchange rate fluctuations, we provide an auto-withdrawal feature. Every time a payment comes into your
account your entire balance will automatically be withdrawn to three Bitcoin addresses of your choice. This feature can be enabled on your settings

page.

A note of caution: it is possible for an adversary to discover your auto-withdrawal address by looking for a transaction in the block-chain around the
time they finalize a transaction with you for an amount similar to what they paid you (adjusted for exchange rate fluctuations if hedging). To help
obscure your withdrawals, you must enter three withdrawal addresses. Your withdrawal will then be made in 3 random sized chunks to these three
addresses with a small, random delay in-between them. These addresses can all be on the same wallet or exchange account so you don't have to
keep track of multiple wallets. This will help them blend in to all of the other transactions, but you should change your withdrawal addresses
regularly so that an adversary can't see any patterns over multiple transactions.

Pro-tip: set your auto-withdrawal addresses to deposit addresses at an exchange site and keep an open sell order there that is below the market
rate, so as soon as the funds are confirmed there, they will be converted into your currency of choice.

Description
You must describe your listings accurately and truthfully. If you do not, it will be reflected in your feedback ratings and you will lose business. We
have zero tolerance for any kind of scamming or cheating and have taken many precautions to guard against it.

Images
Some cameras record information about you in an image's meta-data such as GPS location. If you link to an image in your listing, be sure to
remove ALL meta-data from the file that could reveal details about your identity.

Packaging
Every precaution must be taken to maintain the secrecy of the contents of your client's package. Creatively disguise it such that a postal inspector

m
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Some cameras record information about you in an image's meta-data such as GPS location. If you link to an image in your listing, be sure to
remove ALL meta-data from the file that could reveal details about your identity.

Packaging
Every precaution must be taken to maintain the secrecy of the contents of your client's package. Creatively disguise it such that a postal inspector
might ignore it if it was searched or accidentally came open.

Ship USPS if within the United States. They must obtain a search warrant to open any packages.

If the contents of the package have an odor or can be detected by canine or electronic sniffers, you MUST vacuum seal the package. Do not use
odor masking agents such as coffee because dogs are trained to sniff for these too. Check that the vacuum sealed bag is holding tight around its
contents, otherwise there is probably a leak.

Make sure the exterior of the package raises no suspicion. Look as professional as possible. The idea here is blend in as much as possible with
the rest of the mail stream which is mostly "business reply mail." Please print your labels, as hand written labels can be a give away.

Frotect the contents of your package. If your item is brittle (such as pills) it needs to be sent in padded packaging (such as a bubble mailer). Do not
send pills or any bulky items in envelopes. Envelopes get flattened in automated sorting machines and their contents get crushed.

Do not reveal the details of the packaging you use. You can be tracked this way.

Customer service

As an independent seller, we expect the highest levels of customer service from you. Go above and beyond for your clients and you will be
rewarded with superior feedback and repeat purchases. Reputation is everything here and the best way to cultivate it is to treat your customers
with respect and courtesy.

Restricted items

Do not list anything who's purpose is to harm or defraud, such as stolen items or info, stolen credit cards, counterfeit currency, personal info,
assassinations, and weapons of any kind.

Do not list anything related to pedophilia.

Practically speaking, there are many powerful adversaries of Silk Road and if we are to survive, we must not take them all on at once. Additionally, if

m
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Customer service

As an independent seller, we expect the highest levels of customer service from you. Go above and beyond for your clients and you will be
rewarded with superior feedback and repeat purchases. Reputation is everything here and the best way to cultivate it is to treat your customers
with respect and courtesy.

Restricted items

Do not list anything who's purpose is to harm or defraud, such as stolen items or info, stolen credit cards, counterfeit currency, personal info,
assassinations, and weapons of any kind.

Do not list anything related to pedophilia.

Practically speaking, there are many powerful adversaries of Silk Road and if we are to survive, we must not take them all on at once. Additionally, if
you try to please everyone, you will wind up pleasing no one. So certain things are restricted just so we don't scare too many off.

On a moral level, we take the high road, pun intended ;). Those who seek to control the behavior of their neighbors through force are immaoral. Silk
Road exists to circumvent that force and provide a safe-haven where civilized people can come together in peace for mutual benefit. To allow
listings of items designed to defraud or harm innocent people would be to stoop to the level of the very people we are standing up to.

If you are unsure about a listing, just drop us a line and we'll let you know.

Buyer statistics

When a new customer buys one of your tems, you will have a chance to see some statistics of their past purchases. We give you this imited data
50 you can make better judgements about who you can trust to do business with. A buyer who has been a member of Silk Road for a while, has
many purchases, and doesn't have a high refund or auto-finalize rate is a great buyer and most likely deserves your trust. Other buyers won't have
a track record yet, and it's up to you if you want to give them the benefit of the doubt and help them get started establishing their reputations.
Working with buyers who have no record or a bad record can be a great way to establish yourself as a seller. Once you have a reputation of your
own, you can afford to be more picky.

Accounts

We strongly encourage you to create a separate account for making purchases. If you do not, it is possible for an adversary to find out your mailing
address._ If you buy something fram them, and provide an address, they know that the address belongs to you and can see from your feedback how
much you are selling and what you are selling.
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Accounts

We strongly encourage you to create a separate account for making purchases. If you do not, it is possible for an adversary to find out your mailing
address._ If you buy something from them, and provide an address, they know that the address belongs to you and can see from your feedback how
much you are selling and what you are selling.

Cash advance

From your account page, you may accept advance payments on your orders that are currently in escrow. You'll see four numbers and a form field
in a “cash advance” control panel. The first number is your limit. If your total outstanding advance payments meet or exceed this limit, you may not
accept any more cash advances. The next number is the total of your advances currently outstanding. The third number is the difference between
the first two, the total still available to you. The fourth number is the current fee for taking a cash advance. When you put the amount you want
advanced to you in the input field and click go, that amount is immediately credited to your available account balance. This credit comes from the
expected payments of your most recent transactions. When those transactions are eventually finalized, your account is not credited for them
because you have already been paid. If a full or partial refund is issued for one of the transactions, your account is debited by the amount you were
advanced plus the fee (or a prorated amount in the case of a partial refund).

For example, you sell a 20 btc item and then a 10 bic item. Your account page tells you that you have a 15 btc cash advance limit and the fee is
currently 10%. You need all 15 bic, so you enter in 15 and click go. First, you are advanced 9 bic from the most recent 10 bic sale (10 bic minus
the 10% fee). Then you are given a partial advance from the previous sale: 6 bic for a total of 15 bic. Let's say the 20 bic sale goes off without a
hitch and the buyer finalizes the order. At that point, you would be paid 20 btc minus the 6 you were advanced, minus 10% of & (0.60 btc) for the
fee, for a total of 13.4 bic. Next, let's say the 10 bic sale goes to resolution and you give your customer a 100% refund. In this case, you've already
been advanced 9 btc and need to pay the 10% fee for a total of 10 btc, the original price. Therefore, 10 btc will be subtracted from your available
account balance. If this causes your account to go negative, then any future deposits or payments will go toward reducing that negative balance.

The limit and fee are both self-adjusting according to a few simple parameters. The limit is governed by how much recent business you've done,
and how much money you are expected to be paid from escrow. The fee is determined by the supply of and demand for the funds available for
cash advances.

Things to avoid
Below is a short list of specific things you should avoid. It is by no means exhaustive, but taking any one of these actions could get your seller
priviledges revoked:

* Directing your customers to pay outside the escrow system or in currencies other than Bitcoin

m
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For example, you sell a 20 bic tem and then a 10 btc item. Your account page tells you that you have a 15 bic cash advance limit and the fee is
currently 10%. You need all 15 bic, so you enter in 15 and click go. First, you are advanced 9 bitc from the most recent 10 bic sale (10 btc minus
the 10% fee). Then you are given a partial advance from the previous sale: 6 bic for a total of 15 btc. Let's say the 20 btc sale goes off without a
hitch and the buyer finalizes the order. At that point, you would be paid 20 btc minus the 6 you were advanced, minus 10% of & (0.60 btc) for the
fee, for a total of 13.4 bic. Next, let's say the 10 bic sale goes to resolution and you give your customer a 100% refund. In this case, you've already
been advanced 9 bic and need to pay the 10% fee for a total of 10 bic, the original price. Therefore, 10 bic will be subtracted from your available
account balance. If this causes your account to go negative, then any future deposits or payments will go toward reducing that negative balance.

The limit and fee are both self-adjusting according to a few simple parameters. The limit is governed by how much recent business you've done,
and how much money you are expected to be paid from escrow. The fee is determined by the supply of and demand for the funds available for
cash advances.

Things to avoid
Below is a short list of specific things you should avoid. It is by no means exhaustive, but taking any one of these actions could get your seller
priviledges revoked:

Directing your customers to pay outside the escrow system or in currencies other than Bitcoin
Leaving fake feedback for yourself from a dummy buyer account

Threatening your customer, even if it is a veiled threat

Saving customer addresses

Claiming to have sent an order when you haven't

Final note
Regardless of your motivations, you are a revolutionary. Your actions are bringing satisfaction to those that have been oppressed for far too long.
Take pride in what you do and stand tall.

If you have any questions or concerns at all, we are here to support you. Please also send any suggestions for improving this guide via the "Vendor
Support” link below 1)

community forums | wiki | vendor support

m
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somatic slly be withdrasam 10 three Btc

i account and when you are able fo canver them 1o yo
ans, we: provide: an auto-withdrawal flealure. Every fime a
addresses of your = This fes

currency of chaice, and
ayment comes irfo your
1 be enabled seftings

Ancte of caution: & s passible for an adversary to discaver your sta-withdrawd address by loaking for @ frarsaction in the hhrk-rn-w around the
time they finaize a iransaction with you for an amount similis 1o wiial they paid you {adnested for exchange rale fuctuations & hedging). T help
abscurt jour wlmiewi, vt s enker e silakainel AesSeLs Your WERwel il Ther b ot 3 o Sied churies o nm» mn-«
AdtrELsas pall randorn desa -betwesn them These sdiresse: f the same wallel or e & ACcount = you ds = 10
Kesp Irack of huliple wabels. Ths wil hedp them biend in 1o 88 of the other transactions, bul you should changs your wihdizwsl sddr
repudarty 50 that an sdversary cant see any patiems over mallipie tansactions

Pro-tip: set your suta-withdrawsl addresses to deposil addresses at an exchange site and keep an open sell order there that is below the market
rate, 50 as s the funds are confirmed there. they will be canverted nfo your currency of choice

Description
Yo must describe yaur listngs accuately and tmushfuly I yoi do not, it wil b refiected in your feedback ratngs and you will se business. We
have zero folerance for any knd of scamiming or cheating and have taken many precaifions to gusrd agsinst it

Images
Same cameras record imfarmabian abaut you in an image’s meta-ata such as GPS lacation I you ik to an image in'your ksting, be sure to
rermiove ALL meta-data from the e thal coukd reveal detaiis about your idenity

Pachaging
ry precatfion must be taken to maintan the secrecy of the contents af your chenf's packape

Creatrvely disgurse it such fhat a postal inspector
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ela-data such as GPS lacation. I you bk to an image in your listing, be sure 1o
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This file has no camera properties,
Packaging

1y precaution must be taken to maintain the secrecy of the contents of your client's packape. Greatively disguise it Such that a postal inspector
might ignore it if it was searched or accidentally came apen.

Ship USPS if within the United States. They must cbtain a search warmrant to open any packages.

Tiffers, you MUST vacuu
a. Gheck thal the vacu

seal the package. Do nat use
h sealed bag is holding baht around 15

W the cantents of the pat.kéiye have an odor or can be drn-ﬂed by canine or electroni
sk oMee because dogs are trained to snifffor these to
pably a leak

Make sure the extenior of the package raises na suspicion. Look s professional as possible. The iea here is biend in as much as passible with
the rest of the mail siream which is mostly “business reply mail* Please print your abels, as hand written labels can be a give away

Protect the contents of your package If your ftem is brittle (such as pils) f needs o be sent i padded packaging (such as a bubble mailer). Do not
send pils ar any bulky tems in envelopes Emvelopes get fiattened in aufomated saring Machnes and e cortents gat crushed

Do not reveal the details of the packaging you use. You tan be tracked this way

Customer service
As an independent seller, we expect the highest levels of customer service from you. Go abave and beyond for your cherts and you wil be

rewarded with supesior feedback and repeal purchases. Reputation is everything here and the best way to cullivate i is to treal your customers
with respect and courb

Restricted items

Do not kst anything wha's purpose is to harm or defraud, such as stolen fems or info, siolen credit cards, countesfeit currency, personal info,
assassinations, and weapons of any o

Do nat kst anything related ghiks

Practically speaking, there are many powerful adversaries
2 v

Ik Road and if we are to sundve, we must nat take them all on at once. Additionaly, if
) t0 e off
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Customer service

As an independent seller, we expect the highest levels of customer service from you. Go abave and beyond for your chients and you will be
rewarded wih supenor feedback and repeat purchases. Reputation is everything here and the best way to culivate # is ta treat your customers
with respect and courtesy.

Restricted items

Do nat kst anything who's purpose i to harm or defraud, such as stolen kems or info, Stolen credit cards, counterfet cumency, personal info
assassinations, and weapans af any knd

Do nat kst anything related to pedophika

Practically speaiing, there are many powesful adversaries of Silk Road and if we are to sunive, we must nat take them all on at once. Additionaly, i
iy 4 plagse-Escryone, you W Wi U pleasing i one. S0 cerlain tNngS are Esbicisd st 5 we dorl SCare oo many o

On amoral leved, we take the high road, pun intended ;). Those wha seek to contral the behavior of thesr neighbors thraugh force are immoral. Sik
Road exists to crcumvent that force and provide a safe-haven where civilzed people can come together in peace for mutual benefit To allaw
listings of itens designed to defraud or harm innocert people would be ta staop (o the level of the very people we are standing u to.

If you are Unsure sbout a listing, jUst drop us & line and we'l et you know

Buyer statistics

When a new cusiomer buys one of your items, you wil have & chance 1o see some statistics of their past purchases. We give you this imited data
50 you £an make better judgements about who you can trust 10 do business with. A buyer who has been a member of Silk Road for a while, has
many purchases, and desn't have a high refund or aulo-finalize rate is a great buyer and most likely deserves your frust. Other buyers wan't have
atrack record yet, and its up 10 you if you want 1o gve them the benefitof the doubt and help them get started establishing their reputations
Warking with buyers wha have no record or a bad recard can be a great way to estabish yourseff as a seler. Once you have a reputation of your
‘awn, you can affard to be mare pic

Accounts
We strongly encourage you o crete a separate account for making purchases. ¥ you do not, i is possible for an adversary to find out your maing

address. if you buy something from them, and prowde an address, they know that the address belangs to you and can see from your feedback how
much yau are seling and what you are sefling.
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Accounts
We strongly encourage you fo create a separate account for making purchases ¥ you do nol. # is pessbile for an adversary
,1.1.« 55 I you buy something fram ther provide an address, tey know that the address belangs to

yau are sefing and what you are seling

oul your riading
it feedback how

Cash acvance
From your acCount page. ot may acoupt advanco peymonts an your oriers Tha afo curenty n escrow YouT oo fow rumbors and @ o ki
ina “cash advance” corgrol panel. The first mumber s your fmi. ¥ your ot ou ¥ fmt, you may not
accept any more cash sdvances The next mumber is the tatal of your adv

the first twa. the total st awailable 1o you The fou b

‘advanced 1o you n the input fiexd 3 kgo, I purt Batance: T

expectad payments of your most recent rmaclions, Whe e, your account is ot crecarefo hemn
because you have already been paid ¥ & ful or pertial refund is issued for one af the ransachons, your sccount is debited by the amount you were
advanced plus the fee {or a prorated amount in ihe case of a partial refund)

mi and the fee i
sale (10 ble minus
e goes off Winout &

For example, you sel a 20 be \|=.|- and hen 2 10
cunently 10% You Reed al 15

the 10% fee) Then you are g-meﬂ = patil advance srom the
iy andl the buyer finalizes ihe order. AL that pomt. you weuld be m.u ed, minus 10% of & 060 bic} for the
fee, for & total of 134 bie N, let's say the 10 bic sske go=s to resolution snd you gee yar customer a 100% refund In this case, you've skeady
been advanced § bt and need ta pay the 10% fee for  total of 10 bec, the onginal price. Therefore, 10 btc will be subtracted from your available
accourt balance. I this causes your account £ go negatve, then any future deposits or payments wil ge toward reducing that negative bakance

rocenl business you've done,

g according 1o a few smpke parameters. The kit s governed by how mu
o the furds mvaiable for

7y the supply of and dema

The limst and fee are bath sof-adjuste
and haw much maney you are expected 1o be paid fram escrow The fee is deterrm
cash advances

Thlnﬂ‘l 1 avaid
= & snort st of Sp
pnweﬂges revoked

tings you shoulkl svoid 1| & by No Mmeans exnatstive, bt takng any cne of these aetons could get yaur seler

@ Difecting your CUSIDMErs 10 pay outside 1he SCToW SYSem of i currencies othar than Bican
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For example, you sella 20 bic ilem and then a 10 ble item. Yous acc tells you that you have a 15 blc cash advance imit and the fee is
cumently 10%. You need all 15 btc, 50 you enter in 15 and chck go. Firs, e adanced 8 bic from the most recent 10 ble sale (10 bie minus
the 10% fee] Then you are given  partial advance from the previous sale: 6 btc for a total of 15 bic. Let's say the 20 bir sak goes off wihout &
hitch and the buyer finalizes the order At that pomt, you would be paid 20 btc minus the f you were advanced, minus 10% of & (01 60 bic ) for the
fee, for a total of 13.4 bic. Next, let's say the 10 bic sale goes to reschution and you give your custamer a 100% refund. In this case, you've already
been advanced 9 btc and need 1o pay the 10% fee for a total of 10 bic, the oniginal price. Therefore, 10 bec will be sublracted from your available
account balance. i this causes your account to go negative, then any future deposits ar payments wil go toward reducing thal negative bakance

This file has no camera properties.

The limit and fee are baoth se-adjusting according to a few simpée paramesers. The imit is governed by how much recent business you've dane,
and how much maney you are expected 1o be paid from escrow. The fiee is determined by the supply of and demand for the furds avakable for
cash advances

Things to avoid
Below 15 & shart st af speeife things you shauld avaid 1 is by no means eshaustve, but teking any one of these Betions could get your seller
priviedges revoke

» Directng your customers to pay outside the escrow system of in cumencies cther than Bitcoin

» Leaving fake feedback far yourself from a dummy buyer account

* Threatening your customer. even f i is a veiled threat

* Saving cusiomer addresses

« Claming to have senl 3 order when you haven't
Final note
Regardiess of your malivations, you are a revolutionary. Your actions are bringing satisfaction to those that have been oppressed for far too kang.
Take pride in what you do and stand tal

I you have any questions or cancems &t all, we are here to suppart you. Please also send any suggestions for improving this guide via the "Vendor
Support” link below )

communty forums | wiki | vendor support
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