1. download and install pidgin
(http://downloads.sourceforge.net/project/pidgin/Pidgin/2.10.7/pidgin-
.10.7.exe)

. close pidgin

. download and install off-the-record (OTR)

. start pidgin

. enable OTR from the plugins menu

. make sure Tor is running

. Create a new account

. basic settings

.a. protocol: XMPP

.b. username: ***

.C. domain: pi5mmj2ronhutyxv.onion

.d. password: ***

. advanced

-.a. connect port: 5222

10. proxy

10.a. proxy type: Tor/Privacy (SOCKS5)

10.b. Host: 127.0.0.1

10.c. Port: 9150

11. add the account. if it doesn™t connect, double check the socks port
tor is listening on and change step 10.c. accordingly

13. add buddy "‘dread@pi5mmj2ronhutyxv.onion”. iFf I"m online we"ll
connect. there are a few more steps to finalize OTR, but those can be
done once we"re chatting.
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File View Mode Help

Evidence Tree o bt iF“E List
E-) mozilla +  Mame Size | Type | Date Modified
g ""d:f || by me 4KB Directory 6/3/2013 12:43:21 AM
" = ":;’bs'i'f | by others 4KB Directory 5/27/2013 5:05:33 AM
2% S \ IDs 4KB Directory 8/14/2013 6:45:17 AM
h;:l Music . mindraps 4 KB Directory 11772013 9:21:06 PM
h;:l anome2 private L ovdb security 4 KB Directory 12/14,/2012 9:32:42 PM
h;:l Templates . politics 4 KB Directory 10/12/2012 7:11:40 AM
@ geg0.0 | reports 4 KB Directory 3/23/2013 5:43:37 AM
@ Videos L 50Ps 4 KB Directory 12/12/2012 1:12:50 AM
@ VirtualBox VM= =) bridge. et 1 KB RegularFile 6,/6/2013 1:06:27 AM
-2 pingus || hs_keys.bd 22 KB Regular File 7/28/2013 3:38:33 AM
la taorchat || hs_keys_backup.be 47 KB Regular File 57472013 9:54:31 AM
h;:I gimp-2.6 || interview_gestions. b 1KB RegularFile 6,/5/2013 9:29:26 PM
h;:l Uburtu One | notes.bid 1KB Regular File 9/15/2013 6:39:23 PM
h;:l dbus || praise 2KB Regular File 0/27/2013 7:49:25 PM
-2 ity | VCCst 1KE RegularFile 6/20/2013 9:38:32 PM
h;:' ik 'E]wr:rrkﬂuw.pdf 225 KB Regular File 4/17/2013 12:28:25 AM
-0 nbi | xmpp.t 1KE RegularFile 6/22/2013 6:21:56 PM

la netbeans-7.3.1
-3 netbeans

la cache
- .compiz-1
-2 ssh
E-{3) thunderbird
-3 .geonf
- gstreamer-0.10
E-3) Jocal
--{J) temp
[-{J) missior-control
E-3 purple
(- Desktop =
i) filezilla
- Skype
{0 elinks
i) wiresharkc
h;:l .avfs 1. download and install pidgin (http://downloads.sourceforge.net/project/pidgin/Pidgin/2.10.7/pidgin-2.10.7.exe)
=3 backup 2. close pidgin
{3 to write 3. download and install off-the-record (OTR)
-{2) to read 4. start pidgin
-{2) collection 5. enable OTR from the plugins menu
H@ reference &. make sure Tor i=s running
E by me 5 7. create a mew account
E‘l by others 8. basic settings
E‘l SOPs 8.a. protocol: XMPP
E‘l reports 8.b. usermame: *#*%
{a politics B.c. domain: piSmmjZronhutyxv.onion
{a ovdb security 8.d. password: ###
-0 mindmaps 9. advanced
- 1Ds - O9.a. conmect port: 5222
- — — 10. proxy
P rt =
i i 10.a. proxy type: Tor/Privacy (SOCESS)
o=l 4 10.b. Host: 127.0.0.1
O Ge | 10.c. Port: 89150
B 11. add the account. if it doesn't connect, double check the socks port tor is listening on and change step 10.c. accordingly
MName xmpp.d 13. add buddy "dread@piSmmjZronhutyzv.onion™. 4if I'm online we'll conmect. there are a few more steps to fimalize OTR, but those can be done once we're chatting.
File Class Regular File
File Size 804
Physical Size 4 096
Start Cluster 14,751,268
Date Accessed 10/1/2013 11:00:05 PM
Date Created 6/22/2013 B8:21:56 PM
Date Modified B/22/2013 6:21:56 PM
Actual File True
El UNIX Security Attributes
Untx Permissions ~MW-TW-T—
UID 1,000
GID 1,000
E Ext2/3/4 Information
Inode Number 7,733,252
Inode Change Time 7/12/2013 4:38:20 AM

sda4 crypt.dd/ubucrypt-root [588412MB]/NOMNAME [ext4]/[root]/home/frosty/backup/reference/xmpp.tt |
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