
1. download and install pidgin 
(http://downloads.sourceforge.net/project/pidgin/Pidgin/2.10.7/pidgin-
2.10.7.exe) 
2. close pidgin 
3. download and install off-the-record (OTR) 
4. start pidgin 
5. enable OTR from the plugins menu 
6. make sure Tor is running 
7. create a new account 
8. basic settings 
8.a. protocol: XMPP 
8.b. username: *** 
8.c. domain: pi5mmj2ronhutyxv.onion 
8.d. password: *** 
9. advanced 
9.a. connect port: 5222 
10. proxy 
10.a. proxy type: Tor/Privacy (SOCKS5) 
10.b. Host: 127.0.0.1 
10.c. Port: 9150 
11. add the account. if it doesn't connect, double check the socks port 
tor is listening on and change step 10.c. accordingly 
13. add buddy "dread@pi5mmj2ronhutyxv.onion".  if I'm online we'll 
connect.  there are a few more steps to finalize OTR, but those can be 
done once we're chatting. 
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